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Summary

CVE CVE-2022-44789

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-23 21:15:00 UTC

Updated 2023-11-07 03:54:00 UTC

Description A logical issue in O_getOwnPropertyDescriptor() in Artifex MuJS 1.0.0 through 1.3.x before 1.3.2 allows an attacker to achieve Remote Code Execution through memory corruption, via the loading of a crafted JavaScript file.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Mujs All All All All

Operating System Debian Debian Linux 11.0 All All All

Operating System Fedoraproject Fedora 37 All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-5291-1 mujs DEBIAN www.debian.org

CVE-2022-44789/PublicReferenceURL.txt at main · alalng/CVE-2022-44789 · GitHub MISC github.com

Bug 706057: Fix use-after-free in getOwnPropertyDescriptor. · ccxvii/mujs@edb50ad · GitHub MISC github.com

Release 1.3.2 · ccxvii/mujs · GitHub CONFIRM github.com

[SECURITY] Fedora 37 Update: mujs-1.3.2-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 37 Update: mujs-1.3.2-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

181258 Debian Security Update for mujs (DSA 5291-1)

184500 Debian Security Update for mujs (CVE-2022-44789)

283539 Fedora Security Update for mujs (FEDORA-2022-c4b56e4400)

284290 Fedora Security Update for mujs (FEDORA-2022-142872d895)
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