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CVE CVE-2022-4492
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-23 20:15:00 UTC
Updated 2023-03-24 16:15:00 UTC
Description The undertow client is not checking the server identity presented by the server certificate in https connections. This is a con
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Build Of Quarkus - All All All
Application Redhat Integration Camel For Spring Boot - All All All
Application Redhat Integration Camel K - All All All
Application Redhat Integration Service Registry - All All All
Application Redhat Jboss Enterprise Application Platform 7.0.0 All All All
Application Redhat Jboss Fuse 7.0.0 All All All
Application Redhat Migration Toolkit For Applications 6.0 All All All
Application Redhat Migration Toolkit For Runtimes - All All All
Application Redhat Single Sign-on 7.0 All All All
Application Redhat Undertow 2.7.0 All All All
Reference Source
CVE-2022-4492 Undertow Vulnerability in NetApp Products | NetApp Product Security CONFIRNM

2153260 — (CVE-2022-4492) CVE-2022-4492 undertow: Server identity in https connection is not checked by the undertow client MISC
Red Hat Customer Portal - Access to 24x7 support and knowledge MISC
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

241301 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 7 (RHSA-2023:1512)
241302 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 8 (RHSA-2023:1513)

241303 Red Hat Update for JBoss Enterprise Application Platform 7.4.1 on RHEL 9 (RHSA-2023:1514)
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