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CVE CVE-2022-45063
State PUBLISHED
Assigner mitre

/

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-10 16:15:12 UTC
Updated 2026-04-08 19:17:54 UTC
Description xterm before 375 allows code execution via font ops, e.g., because an OSC 50 response may have Ctrl-g and therefore lea

| ] |

Risk And Classification

Problem Types: CWE-77 | n/a

CVSS v3.1 Breakdown
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Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.179380000 probability, percentile 0.951410000 (date 2026-04-09)

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H


https://cve.report/
https://cve.report/CVE-2022-45063/mitre
https://cve.report/CVE-2022-45063/nist
https://cve.report/CVE-2022-45063/cve_org
https://cve.report/api/cve/CVE-2022-45063.json
https://cve.report/CVE-2022-45063.pdf
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NVD Known Affected Configurations (CPE 2.3)

Vendor Declared Affected Products

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 35 All All All
Operating System Fedoraproject Fedora 36 All All All
Operating System Fedoraproject Fedora 37 All All All
Application Invisible-island Xterm All All All All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

[SECURITY] Fedora 35 Update: xterm-375-1.fc35 - package-announce - Fedora Mailing-Lists
oss-security - Re: CVE-2022-45063: xterm <375 code execution via font ops
www.openwall.com/lists/oss-security/2026/04/08/10
www.openwall.com/lists/oss-security/2026/04/08/1

[SECURITY] Fedora 36 Update: xterm-375-1.fc36 - package-announce - Fedora Mailing-Lists
www.openwall.com/lists/oss-security/2024/06/17/1

oss-security - CVE-2022-45063: xterm <375 code execution via font ops
www.openwall.com/lists/oss-security/2024/06/15/1

xterm: Arbitrary Code Execution (GLSA 202211-09) — Gentoo security

XTERM - Change Log

oss-security - CVE-2022-45063: xterm <375 code execution via font ops

[SECURITY] Fedora 37 Update: xterm-375-1.fc37 - package-announce - Fedora Mailing-Lists
CVE-2022-45063: xterm code execution via font ops | Hacker News

[SECURITY] Fedora 36 Update: xterm-375-1.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: xterm-375-1.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 37 Update: xterm-375-1.fc37 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.
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http://www.openwall.com/lists/oss-security/2022/11/10/5
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https://news.ycombinator.com/item?id=33546415
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https://nvd.nist.gov/vuln/detail/CVE-2022-45063

182927 Debian Security Update for xterm (CVE-2022-45063)

283325 Fedora Security Update for xterm (FEDORA-2022-681bbe67b6)

283338 Fedora Security Update for xterm (FEDORA-2022-8cf76a9ceb)

283421 Fedora Security Update for xterm (FEDORA-2022-af5f1eee2c)

710688 Gentoo Linux xterm Arbitrary Code Execution Vulnerability (GLSA 202211-09)
753588 SUSE Enterprise Linux Security Update for xterm (SUSE-SU-2023:0173-1)
753610 SUSE Enterprise Linux Security Update for xterm (SUSE-SU-2023:0221-1)
753794 SUSE Enterprise Linux Security Update for xterm (SUSE-SU-2023:0582-1)
904484 Common Base Linux Mariner (CBL-Mariner) Security Update for xterm (11429)

907280 Common Base Linux Mariner (CBL-Mariner) Security Update for xterm (11429-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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