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Summary

CVE CVE-2022-45129

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-10 06:15:00 UTC

Updated 2023-01-20 14:49:00 UTC

Description Payara before 2022-11-04, when deployed to the root context, allows attackers to visit META-INF and WEB-INF, a different vulnerability than CVE-2022-37422. This affects Payara Platform Community before 4.1.2.191.38, 5.x before 5.2022.4, and 6.x before 6.2022.1, and Payara Platform Enterprise before 5.45.0.

Risk And Classification

Problem Types: CWE-552

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Payara Payara All All All All

Application Payara Payara All All All All

References

Reference Source Link Tags

What's New in the November 2022 Payara Platform Release? MISC blog.payara.fish

Release notes - Payara Platform Community 5.2022.4 :: Payara Community Documentation MISC docs.payara.fish

Payara Platform Path Traversal ≈ Packet Storm MISC packetstormsecurity.com

Release notes - Payara Platform Enterprise 5.45.0 :: Payara Enterprise Documentation MISC docs.payara.fish

Merge pull request #5989 from luiseufrasio/FISH-6603 · payara/Payara@cccdfdd · GitHub MISC github.com

Full Disclosure: SEC Consult SA-20221114-0 :: Path Traversal Vulnerability in Payara Platform FULLDISC seclists.org

Release notes - Payara Platform Community 6.2022.1 :: Payara Community Documentation MISC docs.payara.fish

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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