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CVE CVE-2022-45145
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2022-12-10 16:15:00 UTC
Updated 2023-11-07 03:54:00 UTC
Description egg-compile.scm in CHICKEN 5.x before 5.3.1 allows arbitrary OS command execution during package installation via esce

1|

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Call-cc Chicken All All

Edition

All

Language

All

References

Reference Source
code.call-cc.org Git - chicken-core.git/blobdiff - egg-compile.scm MISC
[Chicken-announce] [SECURITY] Potential OS command execution during egg MISC
code.call-cc.org Git - chicken-core.git/blobdiff - NEWS MISC

code.call-cc.org Git - chicken-core.git/blobdiff - egg-compile.scm
code.call-cc.org Git - chicken-core.git/blobdiff - NEWS

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Link
code.call-cc.org
lists.gnu.org
code.call-cc.org
code.call-cc.org
code.call-cc.org
Www.cve.org

nvd.nist.gov

Tags

canonical

canonical, analysis

503151 Alpine Linux Security Update for chicken

505988 Alpine Linux Security Update for chicken
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https://cve.report/CVE-2022-45145/mitre
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https://code.call-cc.org/cgi-bin/gitweb.cgi?p=chicken-core.git;a=blobdiff;f=egg-compile.scm;h=9ba4568113350ec75204cba55e43e27925e2d6fe;hp=c1f2ceb0fb470f63c2ba2a1cf9d8d40083c2359f;hb=a08f8f548d772ef410c672ba33a27108d8d434f3;hpb=9c6fb001c25de4390f46ffd7c3c94237f4df92a9
https://lists.gnu.org/archive/html/chicken-announce/2022-11/msg00000.html
https://code.call-cc.org/cgi-bin/gitweb.cgi?p=chicken-core.git;a=blobdiff;f=NEWS;h=54888afff09353093453673c407cabfe76a5ce77;hp=a3fd88a892f82c8353267f50509d018bbb1934b9;hb=670478435a982fc4d1f001ea08669f53d35a51cd;hpb=a08f8f548d772ef410c672ba33a27108d8d434f3
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https://code.call-cc.org/cgi-bin/gitweb.cgi?p=chicken-core.git%253Ba=blobdiff%253Bf=NEWS%253Bh=54888afff09353093453673c407cabfe76a5ce77%253Bhp=a3fd88a892f82c8353267f50509d018bbb1934b9%253Bhb=670478435a982fc4d1f001ea08669f53d35a51cd%253Bhpb=a08f8f548d772ef410c672ba33a27108d8d434f3
https://www.cve.org/CVERecord?id=CVE-2022-45145
https://nvd.nist.gov/vuln/detail/CVE-2022-45145
http://cve.report/qid/503151
http://cve.report/qid/505988
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