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Summary

CVE CVE-2022-45145

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-10 16:15:00 UTC

Updated 2023-11-07 03:54:00 UTC

Description egg-compile.scm in CHICKEN 5.x before 5.3.1 allows arbitrary OS command execution during package installation via escape characters in a .egg file.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Call-cc Chicken All All All All

References

Reference Source Link Tags

code.call-cc.org Git - chicken-core.git/blobdiff - egg-compile.scm MISC code.call-cc.org

[Chicken-announce] [SECURITY] Potential OS command execution during egg MISC lists.gnu.org

code.call-cc.org Git - chicken-core.git/blobdiff - NEWS MISC code.call-cc.org

code.call-cc.org Git - chicken-core.git/blobdiff - egg-compile.scm code.call-cc.org

code.call-cc.org Git - chicken-core.git/blobdiff - NEWS code.call-cc.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

503151 Alpine Linux Security Update for chicken

505988 Alpine Linux Security Update for chicken
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