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CVE CVE-2022-45153
State PUBLIC
Assigner security@suse.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-15 10:15:00 UTC
Updated 2023-02-24 18:57:00 UTC
Description An Incorrect Default Permissions vulnerability in saphanabootstrap-formula of SUSE Linux Enterprise Module for SAP Appl

/ |

1|

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Leap 15.4 All All All

Application Suse Linux Enterprise Module For Sap Applications 15 sp1 All All

Operating System Suse Linux Enterprise Server 12 sp5 All All
References |

Reference Source

Bug 1205990 — VUL-0: CVE-2022-45153: saphanabootstrap-formula: Escalation to root for arbitrary users in hana/ha_cluster.sls CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail

4] |

Vendor Comments And Credit

Discovery Credit

LEGACY: Johannes Segitz of SUSE

Legacy QID Mappings

753510 SUSE Enterprise Linux Security Update for saphanabootstrap-formula (SUSE-SU-2023:0009-1)


https://cve.report/
https://cve.report/CVE-2022-45153/mitre
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http://cve.report/vendor/suse
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https://bugzilla.suse.com/show_bug.cgi?id=1205990
https://www.cve.org/CVERecord?id=CVE-2022-45153
https://nvd.nist.gov/vuln/detail/CVE-2022-45153
http://cve.report/qid/753510

753511 SUSE Enterprise Linux Security Update for saphanabootstrap-tormula (SUSE-SU-2023:0010-1)

753520 SUSE Enterprise Linux Security Update for saphanabootstrap-formula (SUSE-SU-2023:0011-1)
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