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Summary

CVE CVE-2022-45582

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-22 19:16:00 UTC

Updated 2023-12-01 06:15:00 UTC

Description Open Redirect vulnerability in Horizon Web Dashboard 19.4.0 thru 20.1.4 via the success_url parameter.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openstack Horizon All All All All

References

Reference Source Link

github.com/openstack/horizon/blob/master/horizon/workflows/views.py MISC github.com

[debian-lts-announce] 20231130 [SECURITY] [DLA 3676-1] horizon security update lists.debian.org

Bug #1982676 “Open redirect / phishing attack via “success_url” ...” : Bugs : OpenStack Dashboard (Horizon) MISC bugs.launchpad.net

[debian-lts-announce] 20231201 [SECURITY] [DLA 3678-1] horizon security update - CORRECTED ANNOUNCEMENT lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

6000363 Debian Security Update for horizon (DLA 3676-1)

6000366 Debian Security Update for horizon (DLA 3678-1)
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