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Summary

CVE CVE-2022-45790

State RESERVED

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-01-22 18:15:00 UTC

Updated 2024-01-29 16:37:00 UTC

Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been publicized, the details for this candidate will be provided.

Risk And Classification

Problem Types: CWE-307

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Omron Cj1g-cpu42p - All All All

Operating System Omron Cj1g-cpu42p Firmware All All All All

Hardware Omron Cj1g-cpu43p - All All All

Operating System Omron Cj1g-cpu43p Firmware All All All All

Hardware Omron Cj1g-cpu44p - All All All

Operating System Omron Cj1g-cpu44p Firmware All All All All

Hardware Omron Cj1g-cpu45p - All All All

Hardware Omron Cj1g-cpu45p-gtc - All All All

Operating System Omron Cj1g-cpu45p-gtc Firmware All All All All

Operating System Omron Cj1g-cpu45p Firmware All All All All

Hardware Omron Cj2h-cpu64 - All All All

Hardware Omron Cj2h-cpu64-eip - All All All

Operating System Omron Cj2h-cpu64-eip Firmware All All All All

Operating System Omron Cj2h-cpu64 Firmware All All All All

Hardware Omron Cj2h-cpu65 - All All All

Hardware Omron Cj2h-cpu65-eip - All All All

Operating System Omron Cj2h-cpu65-eip Firmware All All All All
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Operating System Omron Cj2h-cpu65-eip Firmware All All All All

Operating System Omron Cj2h-cpu65 Firmware All All All All

Hardware Omron Cj2h-cpu66 - All All All

Hardware Omron Cj2h-cpu66-eip - All All All

Operating System Omron Cj2h-cpu66-eip Firmware All All All All

Operating System Omron Cj2h-cpu66 Firmware All All All All

Hardware Omron Cj2h-cpu67 - All All All

Hardware Omron Cj2h-cpu67-eip - All All All

Operating System Omron Cj2h-cpu67-eip Firmware All All All All

Operating System Omron Cj2h-cpu67 Firmware All All All All

Hardware Omron Cj2h-cpu68 - All All All

Hardware Omron Cj2h-cpu68-eip - All All All

Operating System Omron Cj2h-cpu68-eip Firmware All All All All

Operating System Omron Cj2h-cpu68 Firmware All All All All

Hardware Omron Cj2m-cpu11 - All All All

Operating System Omron Cj2m-cpu11 Firmware All All All All

Hardware Omron Cj2m-cpu12 - All All All

Operating System Omron Cj2m-cpu12 Firmware All All All All

Hardware Omron Cj2m-cpu13 - All All All

Operating System Omron Cj2m-cpu13 Firmware All All All All

Hardware Omron Cj2m-cpu14 - All All All

Operating System Omron Cj2m-cpu14 Firmware All All All All

Hardware Omron Cj2m-cpu15 - All All All

Operating System Omron Cj2m-cpu15 Firmware All All All All

Hardware Omron Cj2m-cpu31 - All All All

Operating System Omron Cj2m-cpu31 Firmware All All All All

Hardware Omron Cj2m-cpu32 - All All All

Operating System Omron Cj2m-cpu32 Firmware All All All All

Hardware Omron Cj2m-cpu33 - All All All

Operating System Omron Cj2m-cpu33 Firmware All All All All

Hardware Omron Cj2m-cpu34 - All All All

Operating System Omron Cj2m-cpu34 Firmware All All All All

Hardware Omron Cj2m-cpu35 - All All All

Operating System Omron Cj2m-cpu35 Firmware All All All All

Hardware Omron Cj2m-md211 - All All All

Operating System Omron Cj2m-md211 Firmware All All All All
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Hardware Omron Cj2m-md212 - All All All

Operating System Omron Cj2m-md212 Firmware All All All All

Hardware Omron Cp1e-e - All All All

Operating System Omron Cp1e-e Firmware All All All All

Hardware Omron Cp1e-n - All All All

Operating System Omron Cp1e-n Firmware All All All All

Hardware Omron Cs1d-cpu42s - All All All

Operating System Omron Cs1d-cpu42s Firmware All All All All

Hardware Omron Cs1d-cpu44s - All All All

Operating System Omron Cs1d-cpu44s Firmware All All All All

Hardware Omron Cs1d-cpu65h - All All All

Operating System Omron Cs1d-cpu65h Firmware All All All All

Hardware Omron Cs1d-cpu65p - All All All

Operating System Omron Cs1d-cpu65p Firmware All All All All

Hardware Omron Cs1d-cpu65s - All All All

Operating System Omron Cs1d-cpu65s Firmware All All All All

Hardware Omron Cs1d-cpu67h - All All All

Operating System Omron Cs1d-cpu67h Firmware All All All All

Hardware Omron Cs1d-cpu67p - All All All

Operating System Omron Cs1d-cpu67p Firmware All All All All

Hardware Omron Cs1d-cpu67s - All All All

Operating System Omron Cs1d-cpu67s Firmware All All All All

Hardware Omron Cs1g-cpu42h - All All All

Operating System Omron Cs1g-cpu42h Firmware All All All All

Hardware Omron Cs1g-cpu43h - All All All

Operating System Omron Cs1g-cpu43h Firmware All All All All

Hardware Omron Cs1g-cpu44h - All All All

Operating System Omron Cs1g-cpu44h Firmware All All All All

Hardware Omron Cs1g-cpu45h - All All All

Operating System Omron Cs1g-cpu45h Firmware All All All All

Hardware Omron Cs1h-cpu63h - All All All

Operating System Omron Cs1h-cpu63h Firmware All All All All

Hardware Omron Cs1h-cpu64h - All All All

Operating System Omron Cs1h-cpu64h Firmware All All All All

Hardware Omron Cs1h-cpu65h - All All All

Operating System Omron Cs1h-cpu65h Firmware All All All All
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Operating System Omron Cs1h-cpu65h Firmware All All All All

Hardware Omron Cs1h-cpu66h - All All All

Operating System Omron Cs1h-cpu66h Firmware All All All All

Hardware Omron Cs1h-cpu67h - All All All

Operating System Omron Cs1h-cpu67h Firmware All All All All

References

Reference Source Link Tags

www.fa.omron.co.jp/product/security/assets/pdf/en/OMSR-2023-010_en.pdf www.fa.omron.co.jp Vendor Advisory

Omron PLC and Engineering Software Network and File Format Access | Dragos www.dragos.com Third Party Advisory

Omron CJ/CS/CP Series | CISA www.cisa.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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