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Summary

CVE CVE-2022-45796

State PUBLIC

Assigner ART@zuso.ai

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-16 16:15:00 UTC

Updated 2023-02-15 14:15:00 UTC

Description Command injection vulnerability in nw_interface.html in SHARP multifunction printers (MFPs)'s Digital Full-color Multifunctional System 202 or earlier, 120 or earlier, 600 or earlier, 121 or earlier, 500 or earlier, 402 or earlier, 790 or earlier, and Digital Multifunctional System (Monochrome) 200 or earlier, 211 or earlier, 102 or earlier, 453 or earlier, 400 or earlier, 202 or earlier, 602 or earlier, 500 or earlier, 401 or earlier allows remote attackers to execute arbitrary commands via unspecified vectors.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sharp Bp-30c25 - All All All

Hardware Sharp Bp-30c25t - All All All

Operating System Sharp Bp-30c25t Firmware - All All All

Hardware Sharp Bp-30c25y - All All All

Operating System Sharp Bp-30c25y Firmware - All All All

Hardware Sharp Bp-30c25z - All All All

Operating System Sharp Bp-30c25z Firmware - All All All

Operating System Sharp Bp-30c25 Firmware - All All All

Hardware Sharp Bp-30m28 - All All All

Hardware Sharp Bp-30m28t - All All All

Operating System Sharp Bp-30m28t Firmware - All All All

Operating System Sharp Bp-30m28 Firmware - All All All

Hardware Sharp Bp-30m31 - All All All

Hardware Sharp Bp-30m31t - All All All

Operating System Sharp Bp-30m31t Firmware - All All All

Operating System Sharp Bp-30m31 Firmware - All All All

Hardware Sharp Bp-30m35 - All All All
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Hardware Sharp Bp-30m35t - All All All

Operating System Sharp Bp-30m35t Firmware - All All All

Operating System Sharp Bp-30m35 Firmware - All All All

Hardware Sharp Bp-50c26 - All All All

Operating System Sharp Bp-50c26 Firmware - All All All

Hardware Sharp Bp-50c31 - All All All

Operating System Sharp Bp-50c31 Firmware - All All All

Hardware Sharp Bp-50c36 - All All All

Operating System Sharp Bp-50c36 Firmware - All All All

Hardware Sharp Bp-50c45 - All All All

Operating System Sharp Bp-50c45 Firmware - All All All

Hardware Sharp Bp-50c55 - All All All

Operating System Sharp Bp-50c55 Firmware - All All All

Hardware Sharp Bp-50c65 - All All All

Operating System Sharp Bp-50c65 Firmware - All All All

Hardware Sharp Bp-50m26 - All All All
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Hardware Sharp Bp-50m31 - All All All
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Hardware Sharp Bp-50m36 - All All All
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Operating System Sharp Bp-50m55 Firmware - All All All
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Hardware Sharp Mx-2651 - All All All

Operating System Sharp Mx-2651 Firmware - All All All

Hardware Sharp Mx-3050n - All All All

Hardware Sharp Mx-3050n A - All All All

Operating System Sharp Mx-3050n A Firmware - All All All

Operating System Sharp Mx-3050n Firmware - All All All
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