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Summary

CVE CVE-2022-45853

State PUBLIC

Assigner security@zyxel.com.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-30 11:15:00 UTC

Updated 2023-06-06 21:08:00 UTC

Description The privilege escalation vulnerability in the Zyxel GS1900-8 firmware version V2.70(AAHH.3) and the GS1900-8HP firmware version V2.70(AAHI.3) could allow an authenticated, local attacker with administrator privileges to execute some system commands as 'root' on a vulnerable device via SSH.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zyxel Gs1900-10hp - All All All

Operating System Zyxel Gs1900-10hp Firmware 2.70\(aazi.3\) All All All

Hardware Zyxel Gs1900-16 - All All All

Operating System Zyxel Gs1900-16 Firmware 2.70\(aahj.3\) All All All

Hardware Zyxel Gs1900-24 - All All All

Hardware Zyxel Gs1900-24e - All All All

Hardware Zyxel Gs1900-24ep - All All All

Operating System Zyxel Gs1900-24ep Firmware 2.70\(abto.3\) All All All

Operating System Zyxel Gs1900-24e Firmware 2.70\(aahk.3\) All All All

Hardware Zyxel Gs1900-24hpv2 - All All All

Operating System Zyxel Gs1900-24hpv2 Firmware 2.70\(abtp.3\) All All All

Operating System Zyxel Gs1900-24 Firmware 2.70\(aahl.3\) All All All

Hardware Zyxel Gs1900-48 - All All All

Hardware Zyxel Gs1900-48hpv2 - All All All

Operating System Zyxel Gs1900-48hpv2 Firmware 2.70\(abtq.3\) All All All

Operating System Zyxel Gs1900-48 Firmware 2.70\(aahn.3\) All All All

Hardware Zyxel Gs1900-8 - All All All
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Hardware Zyxel Gs1900-8 - All All All

Hardware Zyxel Gs1900-8hp - All All All

Operating System Zyxel Gs1900-8hp Firmware 2.70\(aahi.3\) All All All

Operating System Zyxel Gs1900-8 Firmware 2.70\(aahh.3\) All All All

References

Reference Source Link Tags

Zyxel security advisory for privilege escalation vulnerability in GS1900 series switches | Zyxel Networks MISC www.zyxel.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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