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Summary

CVE CVE-2022-45854

State PUBLIC

Assigner security@zyxel.com.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-07 02:15:00 UTC

Updated 2023-12-29 07:15:00 UTC

Description An improper check for unusual conditions in Zyxel NWA110AX firmware verisons prior to 6.50(ABTG.0)C0, which could allow a LAN attacker to cause a temporary denial-of-service (DoS) by sending crafted VLAN frames if the MAC address of the vulnerable AP were intercepted by the attacker.

Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zyxel Nwa110ax - All All All

Operating System Zyxel Nwa110ax Firmware All All All All

Hardware Zyxel Nwa210ax - All All All

Operating System Zyxel Nwa210ax Firmware All All All All

Hardware Zyxel Wax510d - All All All

Operating System Zyxel Wax510d Firmware All All All All

Hardware Zyxel Wax610d - All All All

Operating System Zyxel Wax610d Firmware All All All All

Hardware Zyxel Wax630s - All All All

Operating System Zyxel Wax630s Firmware All All All All

Hardware Zyxel Wax650s - All All All

Operating System Zyxel Wax650s Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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