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Summary

CVE CVE-2022-45869

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-30 05:15:00 UTC

Updated 2023-06-06 13:59:00 UTC

Description A race condition in the x86 KVM subsystem in the Linux kernel through 6.1-rc6 allows guest OS users to cause a denial of service (host OS crash or host OS memory corruption) when nested virtualisation and the TDP MMU are enabled.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 6.1 rc1 All All

Operating System Linux Linux Kernel 6.1 rc2 All All

Operating System Linux Linux Kernel 6.1 rc3 All All

Operating System Linux Linux Kernel 6.1 rc4 All All

Operating System Linux Linux Kernel 6.1 rc5 All All

Operating System Linux Linux Kernel 6.1 rc6 All All

Operating System Linux Linux Kernel All All All All

Application O Linux linux_kernel 6.1 rc1 All

Application O Linux linux_kernel 6.1 rc2 All

Application O Linux linux_kernel 6.1 rc3 All

Application O Linux linux_kernel 6.1 rc4 All

Application O Linux linux_kernel 6.1 rc5 All

Application O Linux linux_kernel 6.1 rc6 All
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kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160459 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2023-12116)

160460 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel-container (ELSA-2023-12120)

160837 Oracle Enterprise Linux Security Update for kernel (ELSA-2023-4377)

161147 Oracle Enterprise Linux Security Update for kernel (ELSA-2023-7077)

183109 Debian Security Update for linux (CVE-2022-45869)

199209 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5912-1)

199211 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5911-1)

199220 Ubuntu Security Notification for Linux kernel (Raspberry Pi) Vulnerabilities (USN-5929-1)

199223 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5935-1)

199227 Ubuntu Security Notification for Linux kernel (GKE) Vulnerabilities (USN-5938-1)

199229 Ubuntu Security Notification for Linux kernel (KVM) Vulnerabilities (USN-5941-1)

199238 Ubuntu Security Notification for Linux kernel (KVM) Vulnerabilities (USN-5950-1)

199243 Ubuntu Security Notification for Linux kernel (Intel IoTG) Vulnerabilities (USN-5962-1)

241878 Red Hat Update for kernel security (RHSA-2023:4377)

241886 Red Hat Update for kernel-rt (RHSA-2023:4378)

242434 Red Hat Update for kernel-rt security (RHSA-2023:6901)

242451 Red Hat Update for kernel security (RHSA-2023:7077)

243041 Red Hat Update for kernel security (RHSA-2024:1188)

243087 Red Hat Update for kernel (RHSA-2024:1404)

354669 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.15-2023-012

355199 Amazon Linux Security Advisory for kernel : ALAS2023-2023-070

6140403 AWS Bottlerocket Security Update for kernel (GHSA-c674-6prc-hjh7)

753020 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4585-1)
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753034 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4504-1)

753063 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2022:4617-1)

904619 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11573)

904620 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11574)

904728 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11574-1)

904759 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11573-1)

905976 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11573-2)

906401 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (11574-2)

941213 AlmaLinux Security Update for kernel (ALSA-2023:4377)

941214 AlmaLinux Security Update for kernel-rt (ALSA-2023:4378)

941453 AlmaLinux Security Update for kernel (ALSA-2023:7077)

960961 Rocky Linux Security Update for kernel-rt (RLSA-2023:4378)
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