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Summary

CVE CVE-2022-45911

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-06 23:15:00 UTC

Updated 2023-01-12 15:24:00 UTC

Description An issue was discovered in Zimbra Collaboration (ZCS) 9.0. XSS can occur on the Classic UI login page by injecting arbitrary JavaScript code in the username field. This occurs before the user logs into the system, which means that even if the attacker executes arbitrary JavaScript, they will not get any sensitive information.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zimbra Collaboration 9.0.0 - All All

Application Zimbra Collaboration 9.0.0 p0 All All

Application Zimbra Collaboration 9.0.0 p1 All All

Application Zimbra Collaboration 9.0.0 p10 All All

Application Zimbra Collaboration 9.0.0 p11 All All

Application Zimbra Collaboration 9.0.0 p12 All All

Application Zimbra Collaboration 9.0.0 p13 All All

Application Zimbra Collaboration 9.0.0 p14 All All

Application Zimbra Collaboration 9.0.0 p15 All All

Application Zimbra Collaboration 9.0.0 p16 All All

Application Zimbra Collaboration 9.0.0 p19 All All

Application Zimbra Collaboration 9.0.0 p2 All All

Application Zimbra Collaboration 9.0.0 p20 All All

Application Zimbra Collaboration 9.0.0 p21 All All

Application Zimbra Collaboration 9.0.0 p23 All All

Application Zimbra Collaboration 9.0.0 p24 All All

Application Zimbra Collaboration 9.0.0 p24.1 All All
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Application Zimbra Collaboration 9.0.0 p24.1 All All

Application Zimbra Collaboration 9.0.0 p25 All All

Application Zimbra Collaboration 9.0.0 p26 All All

Application Zimbra Collaboration 9.0.0 p27 All All

Application Zimbra Collaboration 9.0.0 p3 All All

Application Zimbra Collaboration 9.0.0 p4 All All

Application Zimbra Collaboration 9.0.0 p5 All All

Application Zimbra Collaboration 9.0.0 p6 All All

Application Zimbra Collaboration 9.0.0 p7 All All

Application Zimbra Collaboration 9.0.0 p7.1 All All

Application Zimbra Collaboration 9.0.0 p8 All All

Application Zimbra Collaboration 9.0.0 p9 All All

References

Reference Source Link Tags

wiki.zimbra.com/wiki/Zimbra_Security_Advisories MISC wiki.zimbra.com

wiki.zimbra.com/wiki/Security_Center MISC wiki.zimbra.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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