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Summary

CVE CVE-2022-46144

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-13 16:15:00 UTC

Updated 2023-10-10 11:15:00 UTC

Description A vulnerability has been identified in SCALANCE SC622-2C (All versions < V2.3), SCALANCE SC622-2C (All versions >= V2.3 < V3.0), SCALANCE SC626-2C (All versions < V2.3), SCALANCE SC626-2C (All versions >= V2.3 < V3.0), SCALANCE SC632-2C (All versions < V2.3), SCALANCE SC632-2C (All versions >= V2.3 < V3.0), SCALANCE SC636-2C (All versions < V2.3), SCALANCE SC636-2C (All versions >= V2.3 < V3.0), SCALANCE SC642-2C (All versions < V2.3), SCALANCE SC642-2C (All versions >= V2.3 < V3.0), SCALANCE SC646-2C (All versions < V2.3), SCALANCE SC646-2C (All versions >= V2.3 < V3.0). Affected devices do not properly process CLI commands after a user forcefully quitted the SSH connection. This could allow an authenticated attacker to make the CLI via SSH or serial 

Risk And Classification

Problem Types: CWE-664

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens 6gk5622-2gs00-2ac2 - All All All

Operating System Siemens 6gk5622-2gs00-2ac2 Firmware All All All All

Hardware Siemens 6gk5626-2gs00-2ac2 - All All All

Operating System Siemens 6gk5626-2gs00-2ac2 Firmware All All All All

Hardware Siemens 6gk5632-2gs00-2ac2 - All All All

Operating System Siemens 6gk5632-2gs00-2ac2 Firmware All All All All

Hardware Siemens 6gk5636-2gs00-2ac2 - All All All

Operating System Siemens 6gk5636-2gs00-2ac2 Firmware All All All All

Hardware Siemens 6gk5642-2gs00-2ac2 - All All All

Operating System Siemens 6gk5642-2gs00-2ac2 Firmware All All All All

Hardware Siemens 6gk5646-2gs00-2ac2 - All All All

Operating System Siemens 6gk5646-2gs00-2ac2 Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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