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Summary

CVE CVE-2022-46154

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-06 19:15:00 UTC

Updated 2022-12-08 18:16:00 UTC

Description Kodexplorer is a chinese language web based file manager and browser based code editor. Versions prior to 4.50 did not prevent unauthenticated users from requesting arbitrary files from the host OS file system. As a result any files available to the host process may be accessed by arbitrary users. This issue has been addressed in version 4.50. Users are advised to upgrade. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kodcloud Kodexplorer All All All All

References

Reference Source Link Tags

4.50 release · kalcaddle/KodExplorer@1f7072c · GitHub MISC github.com

SSRF 引起未授权远程代码执行 · Advisory · kalcaddle/KodExplorer · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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