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cussavaacLpanunsceiuan  Gertain versions of Synthetic I\/Ionitoring Agent from Grafana contain
' the following vulnerability:

The Synthetic Monitoring Agent for Grafana's Synthetic Monitoring
application provides probe functionality and executes network checks
for monitoring remote targets. Users running the Synthetic Monitoring
agent prior to version 0.12.0 in their local network are impacted. The
authentication token used to communicate with the Synthetic
Monitoring APl is exposed through a debugging endpoint. This token can be used to retrieve
the Synthetic Monitoring checks created by the user and assigned to the agent identified with
that token. The Synthetic Monitoring API will reject connections from already-connected
agents, so access to the token does not guarantee access to the checks. Version 0.12.0
contains a fix. Users are advised to rotate the agent tokens. After upgrading to version v0.12.0
or later, it's recommended that users of distribution packages review the configuration stored
in “/etc/synthetic-monitoring/synthetic-monitoring-agent.conf’, specifically the "API_TOKEN"
variable which has been renamed to 'SM_AGENT_API TOKEN'. As a workaround for
previous versions, it's recommended that users review the agent settings and set the HTTP
listening address in a manner that limits the exposure, for example, localhost or a non-routed
network, by using the command line parameter "-listen-address’, e.g. "-listen-address
localhost:4050°.

CVE-2022-46156 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: () grafana - synthetic-monitoring-agent version < 0.12.0

CVSS3 Score: 33-LOW

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | =3
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CVE References

Description

Release v0.12.0 - grafana/synthetic-monitoring-agent - GitHub

Add flag to enable HTTP pprof endpoint by adriansr - Pull
Request #373 - grafana/synthetic-monitoring-agent - GitHub

Fix: allow getting API token from environment by mem - Pull
Request #374 - grafana/synthetic-monitoring-agent - GitHub

Default installation of “synthetic-monitoring-agent” exposes
sensitive information - Advisory - grafana/synthetic-monitoring-
agent - GitHub

Fix: default to listening on localhost, not all interfaces by mem
- Pull Request #375 - grafana/synthetic-monitoring-agent -

GitHub

Fix: allow getting API token from environment -
grafana/synthetic-monitoring-agent@d8dc7f9 - GitHub

comment@cve.report.

There are currently no QIDs associated with this CVE
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Link

) MISC github.com/grafana/synthetic-monitoring-
agent/releases/tag/v0.12.0

) MISC github.com/grafana/synthetic-monitoring-
agent/pull/373

) MISC github.com/grafana/synthetic-monitoring-
agent/pull/374

() CONFIRM github.com/grafana/synthetic-monitoring-
agent/security/advisories/GHSA-9j4f-f249-q5w8

) MISC github.com/grafana/synthetic-monitoring-
agent/pull/375

) MISC github.com/grafana/synthetic-monitoring-
agent/commit/d8dc7f9c1c641881cbcf0a09e178b90ebf0f0228

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

Vendor Product

Type

Application Grafana Synthetic Monitoring Agent

No vendor comments have been submitted for this CVE
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