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Summary

CVE CVE-2022-46161

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-06 19:15:00 UTC

Updated 2023-07-07 19:04:00 UTC

Description pdfmake is an open source client/server side PDF printing in pure JavaScript. In versions up to and including 0.2.5 pdfmake contains an unsafe evaluation of user controlled input. Users of pdfmake are thus subject to arbitrary code execution in the context of the process running the pdfmake code. There are no known fixes for this issue. Users are advised to restrict access to trusted user input.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pdfmake Project Pdfmake All All All All

References

Reference Source Link

pdfmake/server.js at 802813970ac6de68a0bd0931b74150b33da0dd18 · bpampuch/pdfmake · GitHub MISC github.com

GHSL-2022-068: Remote Code Execution (RCE) in PDFMake - CVE-2022-46161 | GitHub Security Lab MISC securitylab.github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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