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CVE CVE-2022-46165
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2023-06-06 18:15:00 UTC
Updated 2023-06-16 04:15:00 UTC
Description Syncthing is an open source, continuous file synchronization program. In versions prior to 1.23.5 a compromised instance v

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Syncthing Syncthing All All All

Language

All

References

Reference Source
[SECURITY] Fedora 38 Update: syncthing-1.23.5-1.fc38 - package-announce - Fedora Mailing-Lists MISC
Cross-site Scripting (XSS) in Web GUI - Advisory - syncthing/syncthing - GitHub MISC

gui: Avoid code generating HTML (#8923) - syncthing/syncthing@73c52ea - GitHub MISC
[SECURITY] Fedora 37 Update: syncthing-1.23.5-1.fc37 - package-announce - Fedora Mailing-Lists MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/]

Link T
lists.fedoraproject.org
github.com

github.com
lists.fedoraproject.org
WWW.CVe.org Ci

nvd.nist.gov Ci

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284030 Fedora Security Update for syncthing (FEDORA-2023-bf86df7ee8)

284069 Fedora Security Update for syncthing (FEDORA-2023-39eb10ec3c)
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