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State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-05 21:15:00 UTC

Updated 2023-11-07 03:55:00 UTC

Description Cacti is an open source platform which provides a robust and extensible operational monitoring and fault management fram
]

Risk And Classification

EPSS: 0.944690000 probability, percentile 0.999980000 (date 2026-04-02)
CISA KEV: Listed on 2023-02-16; due 2023-03-09; ransomware use Unknown
Problem Types: CWE-78 | CWE-863

CISA Known Exploited Vulnerability

Vendor Cacti

Product Cacti

Name Cacti Command Injection Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://github.com/Cacti/cacti/security/advisories/ GHSA-6p93-p743-35¢f;

https://nvd.nist.gov/vuln/detail/CVE-2022-46169

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cacti Cacti All All All All
Reference Source Link Tags
Unauthenticated Command Injection - Advisory - Cacti/cacti - GitHub MISC github.com

Merge pull request from GHSA-6p93-p743-35¢f - Cacti/cacti@b43f13a - GitHub MISC github.com

Correct issue with PHP 5.4 - Cacti/cacti@a8d59e8 - GitHub MISC github.com
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https://cve.report/
https://cve.report/CVE-2022-46169/mitre
https://cve.report/CVE-2022-46169/nist
https://cve.report/CVE-2022-46169/cve_org
https://cve.report/CVE-2022-46169.pdf
http://cve.report/vendor/cacti
http://cve.report/software/cacti/cacti
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/commit/b43f13ae7f1e6bfe4e8e56a80a7cd867cf2db52b
https://github.com/Cacti/cacti/commit/a8d59e8fa5f0054aa9c6981b1cbe30ef0e2a0ec9
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150641 Cacti Unauthenticated Command Injection Vulnerability (CVE-2022-46169)

181311 Debian Security Update for cacti (DSA 5298-1)

181453 Debian Security Update for cacti (DLA 3252-1)

182651 Debian Security Update for cacti (CVE-2022-46169)

283606 Fedora Security Update for cacti (FEDORA-2023-788d505ddc)

283607 Fedora Security Update for cacti (FEDORA-2023-d40852a681f)

354673 Amazon Linux Security Advisory for cacti : ALAS-2023-1675

7307083 Cacti Unauthenticated Command Injection Vulnerability

691017 Free Berkeley Software Distribution (FreeBSD) Security Update for net (59¢c284f4-8d2e-11ed-9ce0-b42e991fc52e)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://github.com/Cacti/cacti/commit/7f0e16312dd5ce20f93744ef8b9c3b0f1ece2216
https://www.cve.org/CVERecord?id=CVE-2022-46169
https://nvd.nist.gov/vuln/detail/CVE-2022-46169
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
http://cve.report/qid/150641
http://cve.report/qid/181311
http://cve.report/qid/181453
http://cve.report/qid/182651
http://cve.report/qid/283606
http://cve.report/qid/283607
http://cve.report/qid/354673
http://cve.report/qid/691017
http://cve.report/qid/730703
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	Cacti Command Injection Vulnerability
	Summary
	Risk And Classification
	CISA Known Exploited Vulnerability
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


