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Summary

CVE CVE-2022-4636

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-10 20:15:00 UTC

Updated 2023-11-07 03:58:00 UTC

Description Black Box KVM Firmware version 3.4.31307 on models ACR1000A-R-R2, ACR1000A-T-R2, ACR1002A-T, ACR1002A-R, and ACR1020A-T is vulnerable to path traversal, which may allow an attacker to steal user credentials and other sensitive information through local file inclusion.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Blackbox Acr1000a-r-r2 - All All All

Operating System Blackbox Acr1000a-r-r2 Firmware 3.4.31307 All All All

Hardware Blackbox Acr1000a-t-r2 - All All All

Operating System Blackbox Acr1000a-t-r2 Firmware 3.4.31307 All All All

Hardware Blackbox Acr1002a-r - All All All

Operating System Blackbox Acr1002a-r Firmware 3.4.31307 All All All

Hardware Blackbox Acr1002a-t - All All All

Operating System Blackbox Acr1002a-t Firmware 3.4.31307 All All All

Hardware Blackbox Acr1020a-t - All All All

Operating System Blackbox Acr1020a-t Firmware 3.4.31307 All All All
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No vendor comments have been submitted for this CVE.
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