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Summary

CVE CVE-2022-46391

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-04 03:15:00 UTC

Updated 2023-11-07 03:55:00 UTC

Description AWStats 7.x through 7.8 allows XSS in the hostinfo plugin due to printing a response from Net::XWhois without proper checks.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Awstats Awstats All All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

References

Reference Source Link Tags

[SECURITY] Fedora 36 Update: awstats-7.8-9.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 3225-1] awstats security update MLIST lists.debian.org

[SECURITY] Fedora 36 Update: awstats-7.8-9.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 37 Update: awstats-7.8-9.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 37 Update: awstats-7.8-9.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

fix cross site scripting by rekter0 · Pull Request #226 · eldy/AWStats · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

181295 Debian Security Update for awstats (DLA 3225-1)

181338 Debian Security Update for awstats (CVE-2022-46391)

199196 Ubuntu Security Notification for AWStats Vulnerability (USN-5899-1)

283614 Fedora Security Update for awstats (FEDORA-2023-fda5480804)

283615 Fedora Security Update for awstats (FEDORA-2023-b645c7feda)

502987 Alpine Linux Security Update for awstats

503099 Alpine Linux Security Update for awstats

505851 Alpine Linux Security Update for awstats
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