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Summary

CVE CVE-2022-46552

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-02 13:15:00 UTC

Updated 2023-04-05 18:15:00 UTC

Description D-Link DIR-846 Firmware FW100A53DBR was discovered to contain a remote command execution (RCE) vulnerability via the lan(0)_dhcps_staticlist parameter. This vulnerability is exploited via a crafted POST request.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Dir-846 - All All All

Operating System Dlink Dir-846 Firmware 100a53dbr All All All

References

Reference

D-Link DIR-846 Remote Command Execution ≈ Packet Storm

Security Bulletin | D-Link

CVE-2022–46552 | D-Link DIR-846 Wireless Router in firmware FW100A53DBR-Retail has a vulnerability that lead to a RCE | by Françoa Taffarel | Jan, 2023 | Medium

phpcs-security-audit/SystemExecFunctionsSniff.php at master · FloeDesignTechnologies/phpcs-security-audit · GitHub

cve-reported/CVE-2022-46552.md at main · c2dc/cve-reported · GitHub

PHP: Program execution Functions - Manual

CWE - CWE-78: Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection') (4.9)

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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