=

VE-2022-4664

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2022-46649
State PUBLIC
Assigner security@sierrawireless.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-10 18:15:00 UTC
Updated 2023-02-16 18:44:00 UTC
Description Acemanager in ALEOS before version 4.16 allows a user with valid credentials to manipulate the IP logging operation to ex

/ |

1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Sierrawireless Aleos All All All All
Operating System Sierrawireless Aleos All All All All
Hardware Sierrawireless Es450 - All All All
Hardware Sierrawireless Gx450 - All All All
Hardware Sierrawireless Lx40 - All All All
Hardware Sierrawireless Lx60 - All All All
Hardware Sierrawireless Mp70 - All All All
Hardware Sierrawireless Rv50 - All All All
Hardware Sierrawireless Rv50x - All All All
Hardware Sierrawireless Rv55 - All All All
Reference Source Link Tags
Sierra Wireless Airlink ACEmanager Vulnerabilities MISC www.otorio.com

Sierra Wireless AirLink Router with ALEOS Software | CISA MISC www.cisa.gov

SWI-PSA-2023-001: AirLink - ALEOS Security Advisory MISC source.sierrawireless.com
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591348 Sierra Wireless AirLink Router with ALEOS Software Remote Code Execution (RCE) Multiple Vulnerabilities (ICSA-23-026-04)
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