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Summary

CVE CVE-2022-46662

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-21 09:15:00 UTC

Updated 2023-01-04 19:18:00 UTC

Description Roxio Creator LJB starts another program with an unquoted file path. Since a registered Windows service path contains spaces and are unquoted, if a malicious executable is placed on a certain path, the executable may be executed with the privilege of the Windows service. The affected product and versions are as follows: Roxio Creator LJB version number 12.2 build number 106B62B, version number 12.2 build number 106B63A, version number 12.2 build number 106B69A, version number 12.2 build number 106B71A, and version number 12.2 build number 106B74A)

Risk And Classification

Problem Types: CWE-428

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Corel Roxio Creator Ljb 12.2 build_106b62b All All

Application Corel Roxio Creator Ljb 12.2 build_106b63a All All

Application Corel Roxio Creator Ljb 12.2 build_106b69a All All

Application Corel Roxio Creator Ljb 12.2 build_106b71a All All

Application Corel Roxio Creator Ljb 12.2 build_106b74a All All

References

Reference

KB Corel: Roxio Creator LJB アップデート・プログラム バージョン番号 12.2 (富士通クライアントコンピューティング製コンピュータ バンドル専用)

JVN#13075438: Corel Roxio Creator LJB starts a program with an unquoted file path

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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