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Summary

CVE CVE-2022-46875

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC

Updated 2023-05-03 12:16:00 UTC

Description The executable file warning was not presented when downloading .atloc and .ftploc files, which can run commands on a user's computer. <br>*Note: This issue only affected Mac OS operating systems. Other operating systems are unaffected.*. This vulnerability affects Firefox < 108, Firefox ESR < 102.6, and Thunderbird < 102.6.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Macos - All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Thunderbird All All All All

References

Reference Source Link Tags

Access Denied MISC bugzilla.mozilla.org

Mozilla Firefox: Multiple Vulnerabilities (GLSA 202305-06) — Gentoo security GENTOO security.gentoo.org

Security Vulnerabilities fixed in Firefox 108 — Mozilla MISC www.mozilla.org

Mozilla Thunderbird: Multiple Vulnerabilities (GLSA 202305-13) — Gentoo security GENTOO security.gentoo.org

Security Vulnerabilities fixed in Thunderbird 102.6 — Mozilla MISC www.mozilla.org

Security Vulnerabilities fixed in Firefox ESR 102.6 — Mozilla MISC www.mozilla.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2022-46875/mitre
https://cve.report/CVE-2022-46875/nist
https://cve.report/CVE-2022-46875/cve_org
https://cve.report/CVE-2022-46875.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/macos
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
https://bugzilla.mozilla.org/show_bug.cgi?id=1786188
https://security.gentoo.org/glsa/202305-06
https://www.mozilla.org/security/advisories/mfsa2022-51/
https://security.gentoo.org/glsa/202305-13
https://www.mozilla.org/security/advisories/mfsa2022-53/
https://www.mozilla.org/security/advisories/mfsa2022-52/
https://www.cve.org/CVERecord?id=CVE-2022-46875
https://nvd.nist.gov/vuln/detail/CVE-2022-46875


Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

377827 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2022-53)

377828 Mozilla Firefox ESR Multiple Vulnerabilities (MFSA2022-52)

377829 Mozilla Firefox Multiple Vulnerabilities (MFSA2022-51)

503453 Alpine Linux Security Update for firefox-esr

506061 Alpine Linux Security Update for firefox-esr

710713 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202305-06)

710715 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 202305-13)

752985 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2022:4461-1)

752986 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2022:4460-1)

752997 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2022:4462-1)

753028 SUSE Enterprise Linux Security Update for MozillaThunderbird (SUSE-SU-2022:4579-1)
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