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Summary

CVE CVE-2022-46877

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-22 20:15:00 UTC

Updated 2023-05-03 12:16:00 UTC

Description By confusing the browser, the fullscreen notification could have been delayed or suppressed, resulting in potential user confusion or spoofing attacks. This vulnerability affects Firefox < 108.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Application Mozilla Firefox All All All All

References

Reference Source Link

Debian -- Security Information -- DSA-5355-1 thunderbird DEBIAN www.debian.org

Mozilla Firefox: Multiple Vulnerabilities (GLSA 202305-06) — Gentoo security GENTOO security.gentoo.org

Security Vulnerabilities fixed in Firefox 108 — Mozilla MISC www.mozilla.org

1795139 - (CVE-2022-46877) Consider showing fullscreen notification as soon as browser window goes into fullscreen mode MISC bugzilla.mozilla.org

Debian -- Security Information -- DSA-5322-1 firefox-esr DEBIAN www.debian.org

[SECURITY] [DLA 3324-1] thunderbird security update MLIST lists.debian.org

Mozilla Thunderbird: Multiple Vulnerabilities (GLSA 202305-13) — Gentoo security GENTOO security.gentoo.org

[SECURITY] [DLA 3275-1] firefox-esr security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160420 Oracle Enterprise Linux Security Update for firefox (ELSA-2023-0296)

160425 Oracle Enterprise Linux Security Update for firefox (ELSA-2023-0288)

160432 Oracle Enterprise Linux Security Update for firefox (ELSA-2023-0285)

160434 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-0456)

160435 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-0463)

160438 Oracle Enterprise Linux Security Update for thunderbird (ELSA-2023-0476)

181483 Debian Security Update for firefox-esr (DSA 5322-1)

181485 Debian Security Update for firefox-esr (DLA 3275-1)

181591 Debian Security Update for thunderbird (CVE-2022-46877)

181592 Debian Security Update for thunderbird (DLA 3324-1)

181680 Debian Security Update for thunderbird (DSA 5355-1)

199079 Ubuntu Security Notification for Firefox Vulnerabilities (USN-5782-1)

199147 Ubuntu Security Notification for Thunderbird Vulnerabilities (USN-5824-1)

241084 Red Hat Update for firefox (RHSA-2023:0295)

241087 Red Hat Update for firefox (RHSA-2023:0285)

241089 Red Hat Update for firefox (RHSA-2023:0296)

241090 Red Hat Update for firefox (RHSA-2023:0286)

241092 Red Hat Update for firefox (RHSA-2023:0288)

241094 Red Hat Update for firefox (RHSA-2023:0289)

241133 Red Hat Update for thunderbird (RHSA-2023:0461)

241134 Red Hat Update for thunderbird (RHSA-2023:0463)

241136 Red Hat Update for thunderbird (RHSA-2023:0460)

241137 Red Hat Update for thunderbird (RHSA-2023:0462)

241139 Red Hat Update for thunderbird (RHSA-2023:0456)

241141 Red Hat Update for thunderbird (RHSA-2023:0476)

241634 Red Hat Update for thunderbird (RHSA-2023:0457)
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241651 Red Hat Update for firefox (RHSA-2023:0290)

241671 Red Hat Update for firefox (RHSA-2023:0294)

241680 Red Hat Update for thunderbird (RHSA-2023:0459)

257208 CentOS Security Update for firefox (CESA-2023:0296)

257209 CentOS Security Update for thunderbird (CESA-2023:0456)

354760 Amazon Linux Security Advisory for thunderbird : ALAS2-2023-1951

356198 Amazon Linux Security Advisory for firefox : ALASFIREFOX-2023-013

377829 Mozilla Firefox Multiple Vulnerabilities (MFSA2022-51)

377906 Mozilla Firefox ESR Multiple Vulnerabilities (MFSA2023-02)

377924 Mozilla Thunderbird Multiple Vulnerabilities (MFSA2023-03)

503454 Alpine Linux Security Update for firefox-esr

506062 Alpine Linux Security Update for firefox-esr

710713 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 202305-06)

710715 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 202305-13)

753546 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:0113-1)

753552 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:0112-1)

753553 SUSE Enterprise Linux Security Update for MozillaFirefox (SUSE-SU-2023:0111-1)

753663 SUSE Enterprise Linux Security Update for MozillaThunderbird (SUSE-SU-2023:0329-1)

940890 AlmaLinux Security Update for firefox (ALSA-2023:0288)

940893 AlmaLinux Security Update for firefox (ALSA-2023:0285)

940912 AlmaLinux Security Update for thunderbird (ALSA-2023:0463)

940916 AlmaLinux Security Update for thunderbird (ALSA-2023:0476)

960478 Rocky Linux Security Update for thunderbird (RLSA-2023:0476)

960574 Rocky Linux Security Update for thunderbird (RLSA-2023:0463)

960620 Rocky Linux Security Update for firefox (RLSA-2023:0288)

960644 Rocky Linux Security Update for firefox (RLSA-2023:0285)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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