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CVE CVE-2022-46908
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-12 06:15:00 UTC
Updated 2023-11-24 14:15:00 UTC
Description SQLite through 3.40.0, when relying on --safe for execution of an untrusted CLI script, does not properly implement the azF
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sqlite Sqlite All All All All

Application Sqlite Sqlite All All All All

Reference Source Link Tags
Just a few days ago | found a serious security issue in SQLite: https:/sqlite.o... | Hacker News  MISC news.ycombinator.com

SQLite: Multiple Vulnerabilities (GLSA 202311-03) — Gentoo security security.gentoo.org
CVE-2022-46908 SQLite Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

SQLite Forum: Why does --safe not prevent writefile() and readfile()? MISC sqlite.org

SQLite: Check-in [cefc0324] MISC sqlite.org

CVE Program record CVE.ORG www.cve.org canor
NVD vulnerability detail NVD nvd.nist.gov canor
< g |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184470 Debian Security Update for sqlite3 (CVE-2022-46908)


https://cve.report/
https://cve.report/CVE-2022-46908/mitre
https://cve.report/CVE-2022-46908/nist
https://cve.report/CVE-2022-46908/cve_org
https://cve.report/CVE-2022-46908.pdf
http://cve.report/vendor/sqlite
http://cve.report/software/sqlite/sqlite
http://cve.report/vendor/sqlite
http://cve.report/software/sqlite/sqlite
https://news.ycombinator.com/item?id=33948588
https://security.gentoo.org/glsa/202311-03
https://security.netapp.com/advisory/ntap-20230203-0005/
https://sqlite.org/forum/forumpost/07beac8056151b2f
https://sqlite.org/src/info/cefc032473ac5ad2
https://www.cve.org/CVERecord?id=CVE-2022-46908
https://nvd.nist.gov/vuln/detail/CVE-2022-46908
http://cve.report/qid/184470

200023 Ubuntu Security Notification for SQLite Vulnerabilities (USN-6566-1)

296099 Oracle Solaris 11.4 Support Repository Update (SRU) 57.144.3 Missing (CPUAPR2023)

672848 EulerOS Security Update for sqglite (EulerOS-SA-2023-1578)

672849 EulerOS Security Update for sqglite (EulerOS-SA-2023-1588)

710786 Gentoo Linux SQLite Multiple Vulnerabilities (GLSA 202311-03)

753057 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2022:4603-1)

753072 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2022:4628-1)

754146 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2023:2668-1)

754149 SUSE Enterprise Linux Security Update for sqlite3 (SUSE-SU-2023:1295-1)

904672 Common Base Linux Mariner (CBL-Mariner) Security Update for sqlite (11592)

904675 Common Base Linux Mariner (CBL-Mariner) Security Update for sqlite (11586)

904711 Common Base Linux Mariner (CBL-Mariner) Security Update for sqlite (11586-1)
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