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Summary

CVE CVE-2022-4698

State PUBLIC

Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-23 16:15:00 UTC

Updated 2023-11-07 03:58:00 UTC

Description The ProfilePress plugin for WordPress is vulnerable to Stored Cross-Site Scripting via several form fields in versions up to, and including, 4.5.0 due to insufficient input sanitization and output escaping. This makes it possible for authenticated attackers, with administrator-level permissions and above, to inject arbitrary web scripts in pages that will execute whenever a user accesses an injected page. This only affects multi-site installations and installations where unfiltered_html has been disabled.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Properfraction Profilepress All All All All

References

Reference Source Link

403 Forbidden MISC plugins.trac.wordpress.org

ProfilePress <= 4.5.0 - Authenticated (Administrator+) Stored Cross-Site Scripting via Form Settings MISC www.wordfence.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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