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Summary

CVE CVE-2022-47320

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-05-22 23:15:00 UTC

Updated 2023-11-07 03:56:00 UTC

Description The iBoot device’s basic discovery protocol assists in initial device configuration. The discovery protocol shows basic information about devices on the network and allows users to perform configuration changes.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dataprobe Iboot-pdu4-c20 - All All All

Operating System Dataprobe Iboot-pdu4-c20 Firmware All All All All

Hardware Dataprobe Iboot-pdu4-n20 - All All All

Operating System Dataprobe Iboot-pdu4-n20 Firmware All All All All

Hardware Dataprobe Iboot-pdu4a-c10 - All All All

Operating System Dataprobe Iboot-pdu4a-c10 Firmware All All All All

Hardware Dataprobe Iboot-pdu4a-c20 - All All All

Operating System Dataprobe Iboot-pdu4a-c20 Firmware All All All All

Hardware Dataprobe Iboot-pdu4a-n15 - All All All

Operating System Dataprobe Iboot-pdu4a-n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu4a-n20 - All All All

Operating System Dataprobe Iboot-pdu4a-n20 Firmware All All All All

Hardware Dataprobe Iboot-pdu4sa-c10 - All All All

Operating System Dataprobe Iboot-pdu4sa-c10 Firmware All All All All

Hardware Dataprobe Iboot-pdu4sa-c20 - All All All

Operating System Dataprobe Iboot-pdu4sa-c20 Firmware All All All All

Hardware Dataprobe Iboot-pdu4sa-n15 - All All All

Operating System Dataprobe Iboot-pdu4sa-n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu4sa-n20 - All All All

Operating System Dataprobe Iboot-pdu4sa-n20 Firmware All All All All
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Hardware Dataprobe Iboot-pdu8a-2c10 - All All All

Operating System Dataprobe Iboot-pdu8a-2c10 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-2c20 - All All All

Operating System Dataprobe Iboot-pdu8a-2c20 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-2n15 - All All All

Operating System Dataprobe Iboot-pdu8a-2n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-2n20 - All All All

Operating System Dataprobe Iboot-pdu8a-2n20 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-c10 - All All All

Operating System Dataprobe Iboot-pdu8a-c10 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-c20 - All All All

Operating System Dataprobe Iboot-pdu8a-c20 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-n15 - All All All

Operating System Dataprobe Iboot-pdu8a-n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu8a-n20 - All All All

Operating System Dataprobe Iboot-pdu8a-n20 Firmware All All All All

Hardware Dataprobe Iboot-pdu8sa-2n15 - All All All

Operating System Dataprobe Iboot-pdu8sa-2n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu8sa-c10 - All All All

Operating System Dataprobe Iboot-pdu8sa-c10 Firmware All All All All

Hardware Dataprobe Iboot-pdu8sa-n15 - All All All

Operating System Dataprobe Iboot-pdu8sa-n15 Firmware All All All All

Hardware Dataprobe Iboot-pdu8sa-n20 - All All All

Operating System Dataprobe Iboot-pdu8sa-n20 Firmware All All All All

References

Reference Source Link Tags

Dataprobe iBoot-PDU (Update A) | CISA MISC www.cisa.gov

dataprobe.com/support/iboot-pdu/local_upgrade_pdu_procedure.pdf MISC dataprobe.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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