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Summary

CVE CVE-2022-47377

State PUBLIC

Assigner psirt@sick.de

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-16 15:15:00 UTC

Updated 2022-12-21 16:03:00 UTC

Description Password recovery vulnerability in SICK SIM2000ST Partnumber 2086502 with firmware version <1.13.4 allows an unprivileged remote attacker to gain access to the userlevel defined as RecoverableUserLevel by invocating the password recovery mechanism method. This leads to an increase in their privileges on the system and thereby affecting the confidentiality integrity and availability of the system. An attacker can expect repeatable success by exploiting the vulnerability. The recommended solution is to update the firmware to a version >= 1.13.4 as soon as possible (available in SICK Support Portal).

Risk And Classification

Problem Types: CWE-640 | CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sick Sim2000st - All All All

Hardware Sick Sim2000st - All All All

Operating System Sick Sim2000 Firmware All All All All

References

Reference Source Link Tags

The SICK Product Security Incident Response Team (SICK PSIRT) | SICK MISC sick.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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