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Summary

CVE CVE-2022-47501

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-14 16:15:00 UTC

Updated 2023-04-26 14:41:00 UTC

Description Arbitrary file reading vulnerability in Apache Software Foundation Apache OFBiz when using the Solr plugin. This is a  pre-authentication attack. This issue affects Apache OFBiz: before 18.12.07.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ofbiz All All All All

References

Reference Source Link Tags

lists.apache.org/thread/k8s76l0whydy45bfm4b69vq0mf94p3wc MISC lists.apache.org

ofbiz.apache.org/download.html MISC ofbiz.apache.org

oss-security - Re: CVE-2022-47501: Apache OFBiz: Arbitrary file reading vulnerability MISC www.openwall.com

oss-security - Re: CVE-2022-47501: Apache OFBiz: Arbitrary file reading vulnerability MISC www.openwall.com

oss-security - Re: CVE-2022-47501: Apache OFBiz: Arbitrary file reading vulnerability MISC www.openwall.com

oss-security - Re: CVE-2022-47501: Apache OFBiz: Arbitrary file reading vulnerability MISC www.openwall.com

ofbiz.apache.org/security.html MISC ofbiz.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2022-47501/mitre
https://cve.report/CVE-2022-47501/nist
https://cve.report/CVE-2022-47501/cve_org
https://cve.report/api/cve/CVE-2022-47501.json
https://cve.report/CVE-2022-47501.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/ofbiz
https://lists.apache.org/thread/k8s76l0whydy45bfm4b69vq0mf94p3wc
https://ofbiz.apache.org/download.html
http://www.openwall.com/lists/oss-security/2023/04/18/5
http://www.openwall.com/lists/oss-security/2023/04/19/6
http://www.openwall.com/lists/oss-security/2023/04/19/1
http://www.openwall.com/lists/oss-security/2023/04/18/9
https://ofbiz.apache.org/security.html
https://www.cve.org/CVERecord?id=CVE-2022-47501
https://nvd.nist.gov/vuln/detail/CVE-2022-47501
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