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Summary

CVE CVE-2022-47732

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-20 17:15:00 UTC

Updated 2023-02-06 19:14:00 UTC

Description In Yeastar N412 and N824 Configuration Panel 42.x and 45.x, an unauthenticated attacker can create backup file and download it, revealing admin hash, allowing, once cracked, to login inside the Configuration Panel, otherwise, replacing the hash in the archive and restoring it on the device which will change admin password granting access to the device.

Risk And Classification

Problem Types: CWE-916

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Yeastar N412 - All All All

Operating System Yeastar N412 Firmware - All All All

Hardware Yeastar N824 - All All All

Operating System Yeastar N824 Firmware - All All All

References

Reference Source Link Tags

N-Series Analog Phone System | Yeastar MISC www.yeastar.com

Security Advisory: Yeastar N412 and N824 Configuration Panel Account Takeover - Swascan MISC www.swascan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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