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Summary

CVE CVE-2022-47934

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-24 22:15:00 UTC

Updated 2022-12-30 22:05:00 UTC

Description Brave Browser before 1.43.88 allowed a remote attacker to cause a denial of service in private and guest windows via a crafted HTML file that mentions an ipfs:// or ipns:// URL. This is caused by an incomplete fix for CVE-2022-47932 and CVE-2022-47934.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Brave Brave All All All All

References

Reference Source Link

HackerOne MISC hackerone.com

Desktop Release Notes for 1.43.x - Release · Issue #25106 · brave/brave-browser · GitHub MISC github.com

Merge pull request #14484 from brave/pr14313_brave_24211_1.43.x · brave/brave-core@82d8e39 · GitHub MISC github.com

Do not commit subframe navigations for ipfs by cypt4 · Pull Request #14313 · brave/brave-core · GitHub MISC github.com

[hackerone] another IPFS crash bypass · Issue #24211 · brave/brave-browser · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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