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Summary

CVE CVE-2022-48181

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-05 22:15:00 UTC

Updated 2023-06-13 19:34:00 UTC

Description An ErrorMessage driver stack-based buffer overflow vulnerability in BIOS of some ThinkPad models could allow an attacker with local access to elevate their privileges and execute arbitrary code.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lenovo Ideacentre 3-07ada05 - All All All

Operating System Lenovo Ideacentre 3-07ada05 Firmware All All All All

Hardware Lenovo Ideacentre 3-07imb05 - All All All

Operating System Lenovo Ideacentre 3-07imb05 Firmware All All All All

Hardware Lenovo Ideacentre 3 07ach7 - All All All

Operating System Lenovo Ideacentre 3 07ach7 Firmware All All All All

Hardware Lenovo Ideacentre 3 07iab7 - All All All

Operating System Lenovo Ideacentre 3 07iab7 Firmware All All All All

Hardware Lenovo Ideacentre 5-14acn6 - All All All

Operating System Lenovo Ideacentre 5-14acn6 Firmware All All All All

Hardware Lenovo Ideacentre 5-14are05 - All All All

Operating System Lenovo Ideacentre 5-14are05 Firmware All All All All

Hardware Lenovo Ideacentre 5-14imb05 - All All All

Operating System Lenovo Ideacentre 5-14imb05 Firmware All All All All

Hardware Lenovo Ideacentre 5-14iob6 - All All All

Operating System Lenovo Ideacentre 5-14iob6 Firmware All All All All

Hardware Lenovo Ideacentre 510s-07icb - All All All
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Hardware Lenovo Ideacentre 510s-07icb - All All All

Operating System Lenovo Ideacentre 510s-07icb Firmware All All All All

Hardware Lenovo Ideacentre 510s-07ick - All All All

Operating System Lenovo Ideacentre 510s-07ick Firmware All All All All

Hardware Lenovo Ideacentre 5 14iab7 - All All All

Operating System Lenovo Ideacentre 5 14iab7 Firmware All All All All

Hardware Lenovo Ideacentre 720-18apr - All All All

Operating System Lenovo Ideacentre 720-18apr Firmware All All All All

Hardware Lenovo Ideacentre Aio 3-22imb05 - All All All

Operating System Lenovo Ideacentre Aio 3-22imb05 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3-22itl6 - All All All

Operating System Lenovo Ideacentre Aio 3-22itl6 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3-24alc6 - All All All

Operating System Lenovo Ideacentre Aio 3-24alc6 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3-24imb05 - All All All

Operating System Lenovo Ideacentre Aio 3-24imb05 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3-24itl6 - All All All

Operating System Lenovo Ideacentre Aio 3-24itl6 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3-27alc6 - All All All

Operating System Lenovo Ideacentre Aio 3-27alc6 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3-27imb05 - All All All

Operating System Lenovo Ideacentre Aio 3-27imb05 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3-27itl6 - All All All

Operating System Lenovo Ideacentre Aio 3-27itl6 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3 21itl7 - All All All

Operating System Lenovo Ideacentre Aio 3 21itl7 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3 22iap7 - All All All

Operating System Lenovo Ideacentre Aio 3 22iap7 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3 24iap7 - All All All

Operating System Lenovo Ideacentre Aio 3 24iap7 Firmware All All All All

Hardware Lenovo Ideacentre Aio 3 27iap7 - All All All

Operating System Lenovo Ideacentre Aio 3 27iap7 Firmware All All All All

Hardware Lenovo Ideacentre Aio 5 24iah7 - All All All

Operating System Lenovo Ideacentre Aio 5 24iah7 Firmware All All All All

Hardware Lenovo Ideacentre Aio 5 27iah7 - All All All

Operating System Lenovo Ideacentre Aio 5 27iah7 Firmware All All All All
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Hardware Lenovo Ideacentre C5-14imb05 - All All All

Operating System Lenovo Ideacentre C5-14imb05 Firmware All All All All

Hardware Lenovo Ideacentre Creator 5-14iob6 - All All All

Operating System Lenovo Ideacentre Creator 5-14iob6 Firmware All All All All

Hardware Lenovo Ideacentre G5-14amr05 - All All All

Operating System Lenovo Ideacentre G5-14amr05 Firmware All All All All

Hardware Lenovo Ideacentre G5-14imb05 - All All All

Operating System Lenovo Ideacentre G5-14imb05 Firmware All All All All

Hardware Lenovo Ideacentre Gaming 5-14acn6 - All All All

Operating System Lenovo Ideacentre Gaming 5-14acn6 Firmware All All All All

Hardware Lenovo Ideacentre Gaming 5-14iob6 - All All All

Operating System Lenovo Ideacentre Gaming 5-14iob6 Firmware All All All All

Hardware Lenovo Ideacentre Gaming 5 17acn7 - All All All

Operating System Lenovo Ideacentre Gaming 5 17acn7 Firmware All All All All

Hardware Lenovo Ideacentre Gaming 5 17iab7 - All All All

Operating System Lenovo Ideacentre Gaming 5 17iab7 Firmware All All All All

Hardware Lenovo Ideacentre Mini 5-01imh05 - All All All

Operating System Lenovo Ideacentre Mini 5-01imh05 Firmware All All All All

Hardware Lenovo Ideacentre Mini 5 01iaq7 - All All All

Operating System Lenovo Ideacentre Mini 5 01iaq7 Firmware All All All All

Hardware Lenovo Legion C530-19icb - All All All

Operating System Lenovo Legion C530-19icb Firmware All All All All

Hardware Lenovo Legion R5-28imb05 - All All All

Operating System Lenovo Legion R5-28imb05 Firmware All All All All

Hardware Lenovo Legion T5-26amr5 - All All All

Operating System Lenovo Legion T5-26amr5 Firmware All All All All

Hardware Lenovo Legion T5-26iob6 - All All All

Operating System Lenovo Legion T5-26iob6 Firmware All All All All

Hardware Lenovo Legion T5-28icb05 - All All All

Operating System Lenovo Legion T5-28icb05 Firmware All All All All

Hardware Lenovo Legion T5-28imb05 - All All All

Operating System Lenovo Legion T5-28imb05 Firmware All All All All

Hardware Lenovo Legion T530-28icb - All All All

Operating System Lenovo Legion T530-28icb Firmware All All All All

Hardware Lenovo Legion T7-34iaz7 - All All All

Operating System Lenovo Legion T7-34iaz7 Firmware All All All All
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Operating System Lenovo Legion T7-34iaz7 Firmware All All All All

Hardware Lenovo Legion T7-34imz5 - All All All

Operating System Lenovo Legion T7-34imz5 Firmware All All All All

Hardware Lenovo Lenovo Legion T5 26iab7 - All All All

Operating System Lenovo Lenovo Legion T5 26iab7 Firmware All All All All

Hardware Lenovo Thinkcentre M600 - All All All

Operating System Lenovo Thinkcentre M600 Firmware All All All All

Hardware Lenovo Thinkcentre M60e Tiny - All All All

Operating System Lenovo Thinkcentre M60e Tiny Firmware All All All All

Hardware Lenovo Thinkcentre M625q - All All All

Operating System Lenovo Thinkcentre M625q Firmware All All All All

Hardware Lenovo Thinkcentre M70c - All All All

Operating System Lenovo Thinkcentre M70c Firmware All All All All

Hardware Lenovo Thinkcentre M70q - All All All

Operating System Lenovo Thinkcentre M70q Firmware All All All All

Hardware Lenovo Thinkcentre M70q Gen 2 - All All All

Operating System Lenovo Thinkcentre M70q Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M70q Gen 3 - All All All

Operating System Lenovo Thinkcentre M70q Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M70s - All All All

Operating System Lenovo Thinkcentre M70s Firmware All All All All

Hardware Lenovo Thinkcentre M70s Gen 3 - All All All

Operating System Lenovo Thinkcentre M70s Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M70t - All All All

Operating System Lenovo Thinkcentre M70t Firmware All All All All

Hardware Lenovo Thinkcentre M70t Gen 3 - All All All

Operating System Lenovo Thinkcentre M70t Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M720e - All All All

Operating System Lenovo Thinkcentre M720e Firmware All All All All

Hardware Lenovo Thinkcentre M720q - All All All

Operating System Lenovo Thinkcentre M720q Firmware All All All All

Hardware Lenovo Thinkcentre M720s - All All All

Operating System Lenovo Thinkcentre M720s Firmware All All All All

Hardware Lenovo Thinkcentre M720t - All All All

Operating System Lenovo Thinkcentre M720t Firmware All All All All

Hardware Lenovo Thinkcentre M725s - All All All
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Operating System Lenovo Thinkcentre M75n Firmware All All All All

Hardware Lenovo Thinkcentre M75s-1 - All All All

Operating System Lenovo Thinkcentre M75s-1 Firmware All All All All

Hardware Lenovo Thinkcentre M75s Gen 2 - All All All

Operating System Lenovo Thinkcentre M75s Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M75t Gen 2 - All All All

Operating System Lenovo Thinkcentre M75t Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M80q - All All All

Operating System Lenovo Thinkcentre M80q Firmware All All All All

Hardware Lenovo Thinkcentre M80q Gen 3 - All All All

Operating System Lenovo Thinkcentre M80q Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M80s - All All All

Operating System Lenovo Thinkcentre M80s Firmware All All All All

Hardware Lenovo Thinkcentre M80s Gen 3 - All All All

Operating System Lenovo Thinkcentre M80s Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M80t - All All All

Operating System Lenovo Thinkcentre M80t Firmware All All All All

Hardware Lenovo Thinkcentre M80t Gen 3 - All All All

Operating System Lenovo Thinkcentre M80t Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M90a - All All All

Operating System Lenovo Thinkcentre M90a Firmware All All All All

Hardware Lenovo Thinkcentre M90a Gen 2 - All All All

Operating System Lenovo Thinkcentre M90a Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M90a Gen 3 - All All All

Operating System Lenovo Thinkcentre M90a Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M90a Pro Gen 3 - All All All

Operating System Lenovo Thinkcentre M90a Pro Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M90q Gen 2 - All All All

Operating System Lenovo Thinkcentre M90q Gen 2 Firmware All All All All

Hardware Lenovo Thinkcentre M90q Gen 3 - All All All

Operating System Lenovo Thinkcentre M90q Gen 3 Firmware All All All All

Hardware Lenovo Thinkcentre M90q Tiny - All All All

Operating System Lenovo Thinkcentre M90q Tiny Firmware All All All All
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