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CVE CVE-2022-48216

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-04 16:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description Uniswap Universal Router before 1.1.0 mishandles reentrancy. This would have allowed theft of funds.

Risk And Classification

Problem Types: CWE-667

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Hardware Uniswap Universal Router - All All
Operating System Uniswap Universal Router Firmware All All All

Language
All

All

References
Reference Source
[to consider] dirty reentrancy lock (#189) - Uniswap/universal-router@d82c668 - GitHub MISC
Comparing v1.0.1...v1.1.0 - Uniswap/universal-router - GitHub MISC
Uniswap Bug Bounty. By the Dedaub team | by Yannis Smaragdakis | Dec, 2022 | Dedaub MISC

[to consider] dirty reentrancy lock by hensha256 - Pull Request #189 - Uniswap/universal-router - GitHub ~ MISC

JavaScript is not available. MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/CVE-2022-48216/nist
https://cve.report/CVE-2022-48216/cve_org
https://cve.report/api/cve/CVE-2022-48216.json
https://cve.report/CVE-2022-48216.pdf
http://cve.report/vendor/uniswap
http://cve.report/software/uniswap/universal_router
http://cve.report/vendor/uniswap
http://cve.report/software/uniswap/universal_router_firmware
https://github.com/Uniswap/universal-router/commit/d82c6685ef566d9b280651c99f4b93a8454c08a8
https://github.com/Uniswap/universal-router/compare/v1.0.1...v1.1.0
https://media.dedaub.com/uniswap-bug-bounty-1625d8ff04ae
https://github.com/Uniswap/universal-router/pull/189
https://twitter.com/dedaub/status/1610058814094450694
https://www.cve.org/CVERecord?id=CVE-2022-48216
https://nvd.nist.gov/vuln/detail/CVE-2022-48216
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