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Summary

CVE CVE-2022-4823

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-28 21:15:00 UTC

Updated 2023-11-07 03:59:00 UTC

Description A vulnerability, which was classified as problematic, was found in InSTEDD Nuntium. Affected is an unknown function of the file app/controllers/geopoll_controller.rb. The manipulation of the argument signature leads to observable timing discrepancy. It is possible to launch the attack remotely. The name of the patch is 77236f7fd71a0e2eefeea07f9866b069d612cf0d. It is recommended to apply a patch to fix this issue. VDB-217002 is the identifier assigned to this vulnerability.

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Instedd Nuntium All All All All

References

Reference Source Link Tags

CVE-2022-4823 | InSTEDD Nuntium geopoll_controller.rb timing discrepancy MISC vuldb.com

Detect GeoPoll AT's to: number (#88) · instedd/nuntium@77236f7 · GitHub MISC github.com

CVE-2022-4823 | InSTEDD Nuntium geopoll_controller.rb timing discrepancy MISC vuldb.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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