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CVE CVE-2022-48365
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-12 05:15:00 UTC
Updated 2023-03-16 18:14:00 UTC
Description An issue was discovered in eZ Platform Ibexa Kernel before 1.3.26. The Company admin role gives excessive privileges.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibexa Digital Experience Platform All All All All

Application Ibexa Ez Platform All All All All

Operating System Ibexa Ez Platform Kernel All All All All

Reference Source Link
Users with the Company admin role can assign any role to any user - Advisory - ezsystems/ezpublish-kernel - GitHub MISC githt
Merge pull request from GHSA-99r3-xmmq-7q7g - ezsystems/ezpublish-kernel@957e67a - GitHub MISC githt
Users with the Company admin role can assign any role to any user - Advisory - ezsystems/ezplatform-kernel - GitHub MISC githt
Security Advisory IBEXA-SA-2022-009: Critical vulnerabilities in GraphQL, role assignment, CT editing, and drafts tooltips MISC deve
CVE Program record CVE.ORG wwv
NVD vulnerability detail NVD nvd.
! a0 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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