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CVE CVE-2022-48827
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2024-07-16 12:15:06 UTC

Updated 2026-05-12 10:16:38 UTC

Description In the Linux kernel, the following vulnerability has been resolved: NFSD: Fix the behavior of READ near OFFSET_MAX Dai
A ]|

Risk And Classification

Primary CVSS: v3.1 7.1 HIGH from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/ULIN/S:U/C:H/I:N/A:H

Problem Types: CWE-125

CVSS v3.1 Breakdown
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NVD Known Affected Configurations (

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Source Vendor Product Version
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321c.
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321c
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321c.
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8alc1fc7321c
CNA Linux Linux affected 2.6.12
CNA Linux Linux unaffected 2.6.12 semver
CNA Linux Linux unaffected 5.10.220 5.10.* semver
CNA Linux Linux unaffected 5.15.24 5.15.* semver
CNA Linux Linux unaffected 5.16.10 5.16.* semver
CNA Linux Linux unaffected 5.17 * original_commit_for_fix
ADP Siemens RUGGEDCOM RST2428P unaffected * custom
ADP Siemens SCALANCE XC-300/XR-300/XC-400/XR-500WG/XR-500 Family unaffected * custom
ADP Siemens SCALANCE XCM-/XRM-/XCH-/XRH-300 Family unaffected * custom
ADP Siemens SIMATIC S7-1500 TM MFP - GNU/Linux Subsystem affected * custom
el i L

Reference Source Link

git.kernel.org/stable/c/1726a39b0879acfb490b22dcab43f26f4f907da9 af854a3a-2127-422b-91ae-364da2661108  git.kernel.org
cert-portal.siemens.com/productcert/html/ssa-265688.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e  cert-portal.siemens.cc
git.kernel.org/stable/c/0cb4d23ae08c48f6bf3c29a8e5c4a74b8388b960  af854a3a-2127-422b-91ae-364da2661108  git.kernel.org
git.kernel.org/stable/c/c6eff5c4277146a78b4fb8cb668dd64542c41b0 af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
cert-portal.siemens.com/productcert/html/ssa-355557.html 0b142b55-0307-4c5a-b3c9-f314f3fb7c5e cert-portal.siemens.cc
git.kernel.org/stable/c/44502aca8e02ab32d6b0eb52e006a5ec9402719b  af854a3a-2127-422b-91ae-364da2661108 git.kernel.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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