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Summary

CVE CVE-2022-4888

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-31 10:15:00 UTC

Updated 2023-11-07 03:59:00 UTC

Description The Checkout Fields Manager WordPress plugin before 1.0.2, Abandoned Cart Recovery WordPress plugin before 1.2.5, Custom Fields for WooCommerce WordPress plugin before 1.0.4, Custom Order Number WordPress plugin through 1.0.1, Custom Registration Forms Builder WordPress plugin before 1.0.2, Advanced Free Gifts WordPress plugin before 1.0.2, Gift Registry for WooCommerce WordPress plugin through 1.0.1, Image Watermark for WooCommerce WordPress plugin before 1.0.1, Order Approval for WooCommerce WordPress plugin before 1.1.0, Order Tracking for WooCommerce WordPress plugin before 1.0.2, Price Calculator for WooCommerce WordPress plugin through 1.0.3, Product Dynamic Pricing and Discounts WordPress plugin through 1.0.6, Product Labels and Stickers WordPress plugin through 1.0.1 have flawed CSRF checks in various places, which could allow attackers to make logged in users perform unwanted actions

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Addify Abandoned Cart Recovery All All All All

Application Addify Advanced Free Gifts All All All All

Application Addify Checkout Fields Manager All All All All

Application Addify Custom Fields For Woocommerce All All All All

Application Addify Custom Order Number All All All All

Application Addify Custom Registration Forms Builder All All All All

Application Addify Gift Registry For Woocommerce All All All All

Application Addify Image Watermark For Woocommerce All All All All

Application Addify Order Approval For Woocommerce All All All All

Application Addify Order Tracking For Woocommerce All All All All

References

Reference Source Link Tags

Multiple Plugins from Addify - Multiple CSRF WordPress Security Vulnerability MISC wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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