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State PUBLIC
Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-16 21:15:00 UTC
Updated 2023-08-23 15:29:00 UTC
Description Certain HP and Samsung Printer software packages may potentially be vulnerable to elevation of privilege due to Uncontro
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Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Hp 1vrida - All All All
Operating System Hp 1vr14a Firmware - All All All
Hardware Hp 209u7a - All All All
Operating System Hp 209u7a Firmware - All All All
Hardware Hp 2ky38a - All All All
Operating System Hp 2ky38a Firmware - All All All
Hardware Hp 2zn49a - All All All
Operating System Hp 2zn49a Firmware - All All All
Hardware Hp 2zn50a - All All All
Operating System Hp 2zn50a Firmware - All All All
Hardware Hp 4zb79a - All All All
Operating System Hp 4zb79a Firmware - All All All
Hardware Hp 4zb80a - All All All
Operating System Hp 4zb80a Firmware - All All All
Hardware Hp 4zb81a - All All All
Operating System Hp 4zb81a Firmware - All All All
Hardware Hp 4zb82a - All All All
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Hardware Samsung Svo01b - All All All

Operating System Samsung Sv901b Firmware - All All All

Hardware Samsung Swi12b - All All All

Operating System Samsung Sw112b Firmware - All All All

Hardware Samsung Swi116b - All All All

Operating System Samsung Sw116b Firmware - All All All

Hardware Samsung Swi176a - All All All

Operating System Samsung Sw176a Firmware - All All All

Hardware Samsung Sw176b - All All All

Operating System Samsung Sw176b Firmware - All All All

Hardware Samsung Sw176¢ - All All All

Operating System Samsung Sw176c Firmware - All All All

Hardware Samsung Sw192a - All All All

Operating System Samsung Sw192a Firmware - All All All

Reference Source Link Tags
Certain HP and Samsung printer software - Potential elevation of privileges | HP® Customer Support MISC support.hp.com
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NVD vulnerability detail NVD nvd.nist.gov canoni
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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