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Summary

CVE CVE-2022-4900

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-02 16:15:00 UTC

Updated 2023-11-30 22:15:00 UTC

Description A vulnerability was found in PHP where setting the environment variable PHP_CLI_SERVER_WORKERS to a large value leads to a heap buffer overflow.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php - All All All

Application Php Php 7.4.0 - All All

Application Php Php 8.0.0 - All All

Application Php Php 8.1.0 - All All

Operating System Redhat Linux 6.0 All All All

Operating System Redhat Linux 7.0 All All All

Operating System Redhat Linux 8.0 All All All

Operating System Redhat Linux 9.0 All All All

Application Redhat Software Collections - All All All
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No vendor comments have been submitted for this CVE.
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357081 Amazon Linux Security Advisory for Hypertext Preprocessor (PHP) : ALAS2PHP8.0-2024-010
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