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PUBLIC

security@wordfence.com

CVE Program / NVD first with legacy fallback
2023-04-05 18:15:00 UTC

2023-11-07 03:59:00 UTC

The WCFM Frontend Manager plugin for WordPress is vulnerable to unauthorized modification and access of data in versic

] 1|

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update

Application Wclovers Frontend Manager For Woocommerce Along With Bookings Subscription Listings Compatible  All All

|L

References
Reference Source Link Tags
403 Forbidden MISC plugins.trac.wordpress.org
403 Forbidden MISC plugins.trac.wordpress.org
403 Forbidden MISC plugins.trac.wordpress.org
403 Forbidden MISC plugins.trac.wordpress.org
WCFM Frontend Manager <= 6.6.0 - Missing Authorization MISC www.wordfence.com
403 Forbidden MISC plugins.trac.wordpress.org
CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=2634199%2540wc-frontend-manager&new=2634199%2540wc-frontend-manager&sfp_email=&sfph_mail=
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=2633187%2540wc-frontend-manager&new=2633187%2540wc-frontend-manager&sfp_email=&sfph_mail=
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=2629284%2540wc-frontend-manager&new=2629284%2540wc-frontend-manager&sfp_email=&sfph_mail=
https://www.wordfence.com/threat-intel/vulnerabilities/id/d946d4b5-bed7-4808-b133-783b2dcd7992?source=cve
https://plugins.trac.wordpress.org/changeset?sfp_email=&sfph_mail=&reponame=&old=2632630%2540wc-frontend-manager&new=2632630%2540wc-frontend-manager&sfp_email=&sfph_mail=
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https://nvd.nist.gov/vuln/detail/CVE-2022-4937
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