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Summary

CVE CVE-2022-4950

State PUBLIC

Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-07 02:15:00 UTC

Updated 2023-11-07 03:59:00 UTC

Description Several WordPress plugins developed by Cool Plugins are vulnerable to arbitrary plugin installation and activation that can lead to remote code execution by authenticated attackers with minimal permissions, such as a subscriber.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Coolplugins Cool Timeline All All

Application Coolplugins Cryptocurrency Widgets All All

Application Coolplugins Cryptocurrency Widgets For Elementor All All

Application Coolplugins Events-notification-bar-addon All All

Application Coolplugins Events Search For The Events Calendar All All

Application Coolplugins Events Shortcodes For The Events Calendar All All

Application Coolplugins Events Widgets For Elementor And The Events Calendar All All

Application Coolplugins Event Single Page Builder For The Event Calendar All All

Application Coolplugins The Events Calendar Countdown Addon All All

Application Cryptocurrency Payment Donation Box Plugins Cryptocurrency Payment Donation Box All All

References

Reference Source Link Tags

403 Forbidden MISC plugins.trac.wordpress.org

Cool Plugins (Various Versions) - Arbitrary Plugin Installation and Activation MISC www.wordfence.com

8 WordPress plugins fixed high severity vulnerability. – NinTechNet MISC blog.nintechnet.com
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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