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Summary

CVE CVE-2022-4953

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-14 20:15:00 UTC

Updated 2024-01-16 16:15:00 UTC

Description The Elementor Website Builder WordPress plugin before 3.5.5 does not filter out user-controlled URLs from being loaded into the DOM. This could be used to inject rogue iframes that point to malicious URLs.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Elementor Website Builder All All All All

References

Reference Source Link

Tweak: Lightbox - only play a video if it has a registered provider [… · elementor/elementor@292fc49 · GitHub MISC github.com

WordPress Elementor Iframe Injection ≈ Packet Storm MISC packetstormsecurity.com

Elementor < 3.5.5 - Iframe Injection WordPress Security Vulnerability MISC wpscan.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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