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Summary

CVE CVE-2023-0030

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-08 23:15:00 UTC

Updated 2023-04-13 17:15:00 UTC

Description A use-after-free flaw was found in the Linux kernel’s nouveau driver in how a user triggers a memory overflow that causes the nvkm_vma_tail function to fail. This flaw allows a local user to crash or potentially escalate their privileges on the system.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link

2157270 – (CVE-2023-0030) CVE-2023-0030 kernel: Use after Free in nvkm_vmm_pfn_map MISC bugzilla.redhat.com

CVE-2023-0030 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

drm/nouveau/mmu: add more general vmm free/node handling functions · torvalds/linux@729eba3 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181579 Debian Security Update for linux (CVE-2023-0030)

378473 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2023:0021)
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