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Summary

CVE CVE-2023-0044

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-23 20:15:00 UTC

Updated 2023-03-03 15:58:00 UTC

Description If the Quarkus Form Authentication session cookie Path attribute is set to `/` then a cross-site attack may be initiated which might lead to the Information Disclosure. This attack can be prevented with the Quarkus CSRF Prevention feature.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Quarkus Quarkus All All All All

Application Redhat Build Of Quarkus - All All All

References

Reference

Red Hat Customer Portal - Access to 24x7 support and knowledge

2158081 – (CVE-2023-0044) CVE-2023-0044 quarkus-vertx-http: a cross-site attack may be initiated which might lead to the Information Disclosure

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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