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Summary

CVE CVE-2023-0093

State PUBLIC

Assigner psirt@okta.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-03-06 21:15:00 UTC

Updated 2023-03-13 15:25:00 UTC

Description Okta Advanced Server Access Client versions 1.13.1 through 1.65.0 are vulnerable to command injection due to the third party library webbrowser. An outdated library, webbrowser, used by the ASA client was found to be vulnerable to command injection. To exploit this issue, an attacker would need to phish the user to enter an attacker controlled server URL during enrollment.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Okta Advanced Server Access All All All All

References

Reference Source Link Tags

Okta Advanced Server Access Client CVE-2023-0093 | Okta JSON API MISC trust.okta.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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