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Summary

CVE CVE-2023-0119

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-12 16:15:00 UTC

Updated 2023-11-07 03:59:00 UTC

Description A stored Cross-site scripting vulnerability was found in foreman. The Comment section in the Hosts tab has incorrect filtering of user input data. As a result of the attack, an attacker with an existing account on the system can steal another user's session, make requests on behalf of the user, and obtain user credentials.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 8.0 All All All

Application Redhat Satellite 6.13 All All All

References

Reference Source Link Tags

2159104 – (CVE-2023-0119) CVE-2023-0119 Foreman: Stored cross-site scripting in host tab MISC bugzilla.redhat.com

cve-details MISC access.redhat.com

Red Hat MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

241569 Red Hat Update for Satellite 6.13.1 (RHSA-2023:3387)

242347 Red Hat Update for Satellite 6.14 (RHSA-2023:6818)

961065 Rocky Linux Security Update for Satellite (RLSA-2023:6818)
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https://access.redhat.com/errata/RHSA-2023:3387
https://www.cve.org/CVERecord?id=CVE-2023-0119
https://nvd.nist.gov/vuln/detail/CVE-2023-0119
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http://cve.report/qid/242347
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