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Summary

CVE CVE-2023-0160

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-18 17:15:00 UTC

Updated 2023-11-07 03:59:00 UTC

Description A deadlock flaw was found in the Linux kernel’s BPF subsystem. This flaw allows a local user to potentially crash the system.

Risk And Classification

Problem Types: CWE-667

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 38 All All All

Operating System Linux Linux Kernel All All All All

References

Reference Source Link

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

2159764 – (CVE-2023-0160) CVE-2023-0160 kernel: possibility of deadlock in libbpf function sock_hash_delete_elem MISC bugzilla.redhat.com

cve-details MISC access.redhat.com

A potential deadlock in sockhash map - Hsin-Wei Hung MISC lore.kernel.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

379043 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0136)

672935 EulerOS Security Update for kernel (EulerOS-SA-2023-1824)
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672935 EulerOS Security Update for kernel (EulerOS-SA-2023-1824)

672952 EulerOS Security Update for kernel (EulerOS-SA-2023-1806)

673182 EulerOS Security Update for kernel (EulerOS-SA-2023-2335)

673208 EulerOS Security Update for kernel (EulerOS-SA-2023-2315)

907283 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (27536-1)
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