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Summary

CVE CVE-2023-0214

State PUBLIC

Assigner trellixpsirt@trellix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-18 11:15:00 UTC

Updated 2023-11-07 03:59:00 UTC

Description A cross-site scripting vulnerability in Skyhigh SWG in main releases 11.x prior to 11.2.6, 10.x prior to 10.2.17, and controlled release 12.x prior to 12.0.1 allows a remote attacker to craft SWG-specific internal requests with URL paths to any third-party website, causing arbitrary content to be injected into the response when accessed through SWG.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trellix Skyhigh Secure Web Gateway All All All All

Application Trellix Skyhigh Secure Web Gateway 12.0.0 All All All

References

Reference Source Link

Security Bulletin - Skyhigh Secure Web Gateway update fixes Cross site scripting vulnerability (CVE-2023-0214) MISC kcm.trellix.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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